Received: 17 November 2021

Revised: 13 February 2022

W) Check for updates

Accepted: 20 February 2022

DOI: 10.1002/hsr2.557

REVIEW

Health Science Reports

OpenAccess

WILEY

Internet of things in the management of chronic diseases
during the COVID-19 pandemic: A systematic review

Ahmadreza Shamsabadi® |
Kowsar Qaderi* |
Esmaeil Mehraeen’

1Department of Health Information
Technology, Esfarayen Faculty of Medical
Sciences, Esfarayen, Iran

?Iranian Research Center for HIV/AIDS,
Iranian Institute for Reduction of High-Risk
Behaviors, Tehran University of Medical
Sciences, Tehran, Iran

3School of Medicine, Tehran University of
Medical Sciences, Tehran, Iran

4Department of Midwifery, Kermanshah
University of Medical Sciences,
Kermanshah, Iran

SInstructor of Medical Surgical Nursing,
Department of Nursing, Esfarayen Faculty of
Medical Sciences, Esfarayen, Iran

4School of Medicine, Islamic Azad University,
Tehran, Iran

“Department of Health Information
Technology, Khalkhal University of Medical
Sciences, Khalkhal, Iran

8School of Public Health, Walailak University,

Thai Buri, Nakhon Si Thammarat, Thailand

Correspondence

Esmaeil Mehraeen, Department of Health
Information Technology, Khalkhal University
of Medical Sciences, Khalkhal, Iran.

Email: es.mehraeen@gmail.com

1 | INTRODUCTION

Digital technologies include the internet of things'™* with next-
generation telecommunication networks (like 5G); big-data analytics;

artificial intelligence (Al) that uses deep learning; and blockchain
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Abstract

Introduction: The use of new technologies such as the Internet of Things (loT) in the
management of chronic diseases, especially in the COVID pandemics, could be a
life-saving appliance for public health practice. The purpose of the current study is to
identify the applications and capability of loT and digital health in the management
of the COVID-19 pandemic.

Methods: This systematic review was conducted by searching the online databases
of PubMed, Scopus, and Web of Science using selected keywords to retrieve the
relevant literature published until December 25th, 2021. The most relevant original
English studies were included after initial screening based on the inclusion criteria.
Results: Overall, 18 studies were included. Most of the studies reported benefits and
positive responses in the form of patients' and healthcare providers' satisfaction and
trust in the online systems. Many services were provided to the patients, including
but not limited to training the patients on their conditions; monitoring vital signs and
required actions when vital signs were altered; ensuring treatment adherence;
monitoring and consulting the patients regarding diet, physical activity, and lifestyle.
Conclusion: |oT is a new technology, which can help us improve health care services
during the COVID-19 pandemic. It has a network of various sensors, obtaining data from
patients. We have found several applications for this technology. Future studies can be

conducted for the capability of other technologies in the management of chronic diseases.

KEYWORDS
chronic diseases, COVID-19, loT, Sensor, Telehealth

technology.””” The Internet of Things (loTs)! is a collection of in-
terconnected devices, objects, humans, and services that share data
to accomplish a common goal in diverse areas and applications.>® loT
is used in healthcare and it has rapid development.” In the health

sector, loT has drastically reformed the lives of people by providing a
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considerable enhancement in healthcare in clinical settings and out of
them.® IoT allows integrating physical devices capable of connecting
to the Internet and provides real-time health status of the patients to
clinicians. It can also provide a platform that allows public health
agencies to access the data for monitoring particularly during the
coronavirus disease 2019 (COVID-19) pandemic.'®** Coronavirus
disease (COVID) is a contagious disease caused by severe acute re-

12 which can be

spiratory syndrome coronavirus 2 (SARS-CoV-2),
spread through nasal discharge and saliva droplets caused by sneeze
or cough of infected people.’* **> Some uses of loT are directly re-
lated to mitigating the spread of the COVID virus (e.g., contact tra-
cing, screening of temperature, etc.) whereas others seek to facilitate
the novel normal created by the pandemic (e.g., working from home,
homeschooling, home fitness, etc.).”® Telehealth provided con-
tinuous care and minimized the risk of COVID-19 transmission by
preventing direct physical contact, and reduced morbidity and mor-
tality of patients and health providers during COVID-19 outbreak.'”

There are five components of loT that serve intelligent medical
services and shape a rounded healthcare system including sensor
technology, smart hospital, big-data analysis, clouding computing,
and intelligence network. The system starts with the sensor gathering
information.’® The gathered information goes to the subsequent
stage, which is a smart network to interact with the system.>*¢ The
transferred information through this network is stored at the third
stage of the healthcare system which is cloud computing. Following
the data storage, the information must be investigated and analyzed
for proper choices in the fourth stage of big data analysis.’® Fol-
lowing an appropriate decision based on the stored data, refined
information is transferred to a smart medical clinic to communicate
the result to medical services experts. The smart clinic conducts ac-
tivities for fitting diagnoses and treatment. Although the smart clinic
is the latter part of the loT healthcare services system, it maintains
information gathering to ensure that the framework has fixed analysis
and treatment. Henceforth, the system again moves to the first stage
to maintain the circularity of the system.*®"2°

A chronic disease is a long-lasting disease, usually 3 months or
more, that usually does not disappear or does not have a definite
cure, usually limits activity or decreases the quality of life, and re-
quires ongoing medical attention.?* The use of new technologies in
the management of chronic diseases, especially in the COVID pan-
demics, could be a life-saving appliance for public health practice®?;
even though, these potential solutions like Al and loT may have
challenges and categorized into physical, operational, resource-based,
organizational, technological, and external health care issues.”® An
analysis, based on a unique decision support system (DSS), in-
troduced policy implications that allocate a limited set of loT devices
to a larger number of patients, to balance the other requirements to
improve the conditions of the most severe patients but to maximize
the device use efficiency.?*

In a systematic review, results showed that the most innovative
technologies and digital solutions have been proposed for the
COVID-19 diagnosis. Numerous suggestions have been identified on
the use of Al-powered tools for the screening and diagnosis of

COVID-19. Digital technologies are also useful for prevention and
surveillance measures, such as contact-tracing apps and monitoring
of internet searches and social media usage. But fewer scientific
contributions report the use of digital technologies for lifestyle em-
powerment or patient engagement.”” Another review identified
clinical and operational applications of Al, telehealth, big data ana-
lytics, and other relevant digital health solutions for public health
responses in the healthcare operating environment. Although, this
study's design weakness limits its generalizability and translation,
highlighting the need for more pragmatic real-world investigations.
There were also few descriptions of applications for digital platforms
for communication (DC) (10.9%), the loT (2.0%), digital structural
screening% (8.9%), and digital solutions for data management27
(1.6%); representing opportunities and gaps for digital public health.
In addition, the performance of digital health technology for opera-
tional applications associated with population surveillance and points
of entry has not been effectively assessed.”® The purpose of the
current study is to identify the features, functions, and applications of
loT and digital health in chronic diseases management during the
COVID-19 pandemic.

2 | METHODS

This study was a systematic review conducted on June 22nd, 2021
(update on December 25th, 2021) by searching the online data-
bases for the relevant literature using selected keywords. This
systematic review is reported according to Preferred Reporting
Items for Systematic Reviews and Meta-Analyses guidelines
(PRISMA) checklist.”’

2.1 | Data sources

We conducted a systematic literature search using the following
online databases: PubMed, Scopus, and Web of Science. Also, we
carried out hand searches from the reference lists of retrieved

studies.

2.2 | Search strategy

The specific search strategies were carried out by the primary author
and correspondence. Keywords adjoined in a highly-sensitive syntax
via the Boolean operator OR. The complete search strategy is as

follows:

1. COVID-19, SARS-CoV-2, 2019-nCoV, coronavirus.

2. “Internet of Things” OR IOTs OR “Internet of Medical Things” OR

IoMT OR “Internet of Objects” Sensor OR “smart hospital” OR
“smart home” OR “intelligence network” OR “embedded systems”
OR “wireless sensor networks” OR telehealth OR telemedicine OR
m-health.
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3. “Heart disease” OR hypertension OR cancer OR diabetes OR
“Kidney failure” OR HIV OR AIDS OR “Chronic lung disease” OR
“liver disease” OR “chronic disease.”

4. Design OR development OR implementation OR system OR app.

5. [A] AND [B] AND [C] AND [D].

2.3 | Eligibility criteria
The relevant original English studies that report the development
and deployment of loT-based systems were included applying the

following exclusion criteria:

1. Nonoriginal studies, including review articles, meta-analyses,
conference abstracts, and editorial.

2. Unavailability of full texts.

3. Ongoing clinical trials with unpublished results.

4. Articles that report patient experience and satisfaction.

2.4 | Data retrieval

The EndNote 9 software was used to organize articles identified in
the literature review. Search results from reviewed databases com-
bined in a single EndNote library and duplicate records of the same

reports removed.

2.5 | Data screening

Two authors from the research team independently screened the re-
trieved articles in different steps. First, they screened the title and ab-
stract of the records and the ineligible studies were removed. Then, the
authors examined the full text of the remaining studies based on inclusion
and exclusion criteria and the eligible studies were identified.

2.6 | Data extraction

We extracted the following data: first author, type of study, country,
loT or sensor/technology, type of chronic disease, applications, fea-
ture and function, summary of findings. Three researchers extracted
and organized the findings of included studies into a table. An in-
dependent researcher reviewed the extracted data and solved any

discrepancies and issues among the other researchers.

2.7 | Quality assessment

We used the Newcastle-Ottawa scale (NOS) to analyze the risk of bias
of the studies.*° NOS provide a maximum score of nine for each study in
three categories of selection, comparability, and exposure. We defined a
score of four or below as “poor,” and above that as “acceptable.”

Open Access

3 | RESULTS

We identified 1239 records following the initial search of online
databases, and after removing duplicates, 818 studies remained. Of
these, 225 entered full-text screening, and finally, 18 eligible studies
were included in this systematic review. Figure 1 illustrates the
screening process of the present study (Tables 1 and 2).

The included were conducted in 9 countries, including Italy
(n=7), Singapore, the United States, and Israel (n = 2 each), and Iran,
Tunisia, Argentina, United Kingdom, and Libya (n=1 each). All the
studies performed as acceptable in the quality assessment, and the
mean (SD) score of them was 6.3+ 1.0 out of 9.

Some of the studies adopted a system that addresses various

26,34,38,40,41

chronic conditions, while, others designed their systems

specifically for a distinct chronic conditions such as cancers,”>~*/
celiac disease,*”*? transient ischemic attack’?, minor stroke,** type 2
diabetes mellitus®” or prediabetes,®? type 1 DM,** inflammatory
bowel disease (IBD),>®> multiple sclerosis (MS),*® connective tissue
diseases,®” chronic liver disease,*” and chronic heart failure.*®

Most of the studies gathered information using questionnaires that
included questions regarding the benefits of the designed
systems and observed positive results in forms of satisfaction
of patients and healthcare providers, trust in the system, and so
forth.313235-394% Many services were delivered to the patients, in-
cluding but not limited to training the patients on their conditions;
monitoring vital signs and required actions when vital signs were altered;
ensuring treatment adherence; monitoring and consulting the patients
regarding diet, physical activity, and lifestyle; monitoring the patients'
environment; providing contact to the healthcare provider, patient, pa-
tient's relatives, and administrator; scheduling outpatient or online visits;
conducting and monitoring test results (glucose, gluten contamination,
etc.); online consults and phone calls for COVID-19 education, risk-
stratification, screening, and diagnosis; emergency alerts; data storage
for clinical profile; management of health insurance; providing social,
financial, logistical, political, and other kinds of support; and so forth.

Such important measures seemed necessary during the pandemic,
as they facilitated healthcare delivery to the patients and minimized
their need for in-person meetings; as such meetings increase the risk of
contracting the SARS-CoV-2 virus in the patients already suffering from
chronic diseases.>****” Using up-to-date technologies could help
better address the patients' needs and improve their experience of
chronic disease management during the pandemic, to adequately re-

place the role of in-patient and physical experiences.®”*

4 | DISCUSSION

In late 2019, the COVID-19 pandemic has begun and yet many
countries have failed to control this pandemic, which harms
the health care system and could disrupt the management of
chronic diseases. Several mobile- and web-based applications and
technologies have been developed during this pandemic to monitor

the health of individuals and prevent unnecessary hospital visits. One
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FIGURE 1 Search results from different databases

of these technologies is the Internet of things. Internet of things®
offers the connectivity of physical objects with the Internet, and data

t.* These things can

can be sent or received through the Interne
interact with the internet by using various sensors, actuators, and
gateways for reinforcement communication and are built with sui-
table procedure stacks which help them interact with each other and
communicate with the end-users, who create a core part of the
internet.*®

loT contains a network of sensors, gathering data both locally
and remotely.’* The results indicate that these data could have dif-
ferent applications concerning the patient's health in chronic dis-
eases. From the included studies in this review, we found that one of
the major usages of this technology is to monitor the patient's vital
signs such as heart rate, blood pressure, oxygen saturation, and body
temperature, which can help the health care providers to manage
their patients virtually through the internet. According to Hassen
et al. the patient's health monitoring in this suggested system is
carried out by the nurse who periodically visits the patient according
to the plan set by the supervising doctor to measure vital signs
through an Android application installed on a tablet device and make
a medical report that is sent to the doctor on every visit made.>*
Another study proposes the usage of IoT in monitoring and tracking
glucose levels in patients with type 2 diabetes mellitus to improve

'
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their treatment methods and general health. Ang et al. discovered
that the mobile app and continuous glucose monitoring allowed the
simultaneous tracking of diet, physical activity, and glucose, for in-
terventions that were highly personalized and situational.®”

Another important application of loT is telemedicine such as tele-
visits and tele-consulting for patients with chronic diseases who
cannot go to the hospital because of the COVID-19 pandemic. Ac-
cording to Costantino et al., telemedicine has been often recognized
as an appreciated tool with enormous potential and through ad-
vanced communication technologies, mostly computers and mobile
phones, health care providers (HCPs) can interact long-distance with
patients with mainly live videoconferencing, permitting for commu-
nicating consultation and instant interventions.> In addition to the
previous study, Horrell LN, et al. found that as telehealth accessibility
increases, health care providers (HCPs) can enhance virtual visits by
focusing on patients' top concerns during the pandemic.? The pre-
sent review also showed that loT can be used for therapeutic and
behavioral adjustments, training the patients about COVID-19, im-
proving the patients' quality of life, and follow-up. On the other hand,
Darcourt et al. stated that, although most of their physicians face no
problem taking care of their patients using video visits, they ex-
pressed worries about the quality of care or lost important data be-
cause of a lack of physical examination.*”
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(Continued)

TABLE 1

Chronic

disease/
Disorder

First author
(reference)

Summary of findings

Feature and function

Applications

Technology

Type of study Country

ID

To replace in-office practice for patients who The workstation included a Surface

First clinical evaluation or second

Lung cancer

The video-

Italy

Cross-sectional

Pardolesi

18

Pro device (Microsoft, Redmond,
WA) and a dedicated Microsoft

had recently undergone surgical

procedures

opinion consultation for pulmonary

consulting
malignancies.

study

et al.”’

clinical visit

Teams account to perform video
meetings also the Microsoft

Teams platform for “e-visits.”

Abbreviations: BP, blood pressure; CDAT, Celiac Dietary Adherence Test; CGM, continuous glucose monitoring system; COVID-19, coronavirus disease-2019; CT, computed tomography; DM, diabetes mellitus;
GP, general practitioner; HR, heart rate; IBD, inflammatory bowel disease; ICT, information and communications technology; MIloT, Medical internet of things; MS, multiple sclerosis; PCR, polymerase chain

reaction; SpO2, oxygen saturation; TIA, transient ischemic attack; TIR, time-in-range; PA, physical activity.

OpenAccess

SHAMSABADI ET AL.

TABLE 2 Newcastle-Ottawa scale (NOS) quality assessment for
the included studies

Total
Selection  Comparability Outcome  (out
First author (out of 4) (out of 2) (out of 3) of 9)
Ajeevi¢, M. ** - e 5
Ang, L.Y.H. e * e 8
Anushiravani, A.  *** * xx 7
Ben Hassen, H. ok - ** 5
Costantino, T. X - o 6
d'Arma, A. ok - ** 5
Debernardi, M.E. *** - o 6
Elhadi, M. e - o 7
Guarino, M. o - o 6
Horrell, L.N. HHEE * ax 8
Lee, E.S. e - e 6
Mercuri, E. R - R 6
Muhammad, H. o - e 6
Orso, F. X - * 5
Rachmiel, M. e ** * 7
Darcourt, J.G. o * e 8
Hasson, S.P. e - e 6
Pardolesi, A. o - ok 6

To use the medical internet of things (MIOT) necessitates exploiting
some sensors and technologies. MIOT tools are rapidly transforming
healthcare delivery due to their ability to capture, interpret, and distribute
health information. Our data suggest that video consultation is one of the
most common technologies used in telemedicine and loT. In line with our
findings, Lee et al. found that video consultations could support patients
with chronic diseases and prevent unnecessary hospital visits.’® They also
believe that video consultations have a better bond to help understanding
through nonverbal communication in comparison with telephone con-
sultations.*® Several other technologies were also found to benefits the
patients' care such as mobile health (M-health), personalized mobile
health intervention programs, and other mobile applications like What-
sapp, zoom, and so forth. The present study only represents the initial
step to discover new technology and its application in the health care
system and management of chronic diseases and further studies are re-
commended to extend the usage of loT in health care and develop new

appliances for better patient care and service delivery.

5 | CONCLUSION

One of the major applications of the “Internet of things” is to manage
patients with chronic diseases during the COVID-19 pandemic. It has
a network of various sensors, obtaining data from patients and
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communicating them with health care providers. Another usage of
this technology is telemedicine such as tele-visits, which can be ex-
tremely helpful for both patients and HCPs. Video consultation is
another practical way that loT can benefit healthcare providers de-
liver the necessary services during the current pandemic. loT has
extreme potential to help and improve the health care system,

nevertheless, it is a new technology and further studies are needed.

TRANSPARENCY STATEMENT

Esmaeil Mehraeen affirms that this manuscript is an honest, accurate,
and transparent account of the study being reported; that no im-
portant aspects of the study have been omitted; and that any dis-
crepancies from the study as planned (and, if relevant, registered)

have been explained.

ACKNOWLEDGMENTS

The current study was extracted from the study project with code IR.-
ESFARAYENUMS REC.1400.004 entitled “Identifying applications and
capabilities of new technologies in chronic diseases management during
COVID pandemic: A systematic review” was conducted at Esfarayen
University of Medical Sciences in 2021. The present study was conducted
in collaboration with Esfarayen University of Medical Sciences, Khalkhal
University of Medical Sciences, and Iranian Research Center for HIV/

AIDS, Tehran University of Medical Sciences, Tehran, Iran.

CONFLICTS OF INTEREST

The authors declare no conflicts of interest.

ETHICS STATEMENT
This study received an ethics code IRESFARAYENUMS.REC.1400.011

from Esfarayen University of Medical Sciences.

AUTHOR CONTRIBUTIONS

The conception and design of the study: Ahmadreza Shamsabadi, Es-
maeil Mehraeen, and SeyedAhmad SeyedAlinaghi. Methodology: Es-
maeil Mehraeen. Acquisition of data: Zahra Pashaei, Amirali Karimi,
Pegah Mirzapour. Writing—Original Draft Preparation: Amirata Fakh-
fouri, Alireza Barzegary, Esmaeil Mehraeen, Mahmoud Marhamati,
Kowsar Qaderi. Writing—Review & Editing: Ahmadreza Shamsabadi,
SeyedAhmad SeyedAlinaghi, and Omid
Dadras. Validation: Ahmadreza Shamsabadi, Esmaeil Mehraeen, Omid
Dadras, and SeyedAhmad SeyedAlinaghi.

Esmaeil Mehraeen,

DATA AVAILABILITY STATEMENT
The authors confirm that the data supporting the findings of this
study are available within the article [and/or] its supplementary

materials.

ORCID
Zahra Pashaei "= http://orcid.org/0000-0003-2091-2421
http://orcid.org/0000-0002-0512-7014

http://orcid.org/0000-0003-4108-2973

Alireza Barzegary

Esmaeil Mehraeen

SeyedAhmad SeyedAlinaghi

Open Access

http://orcid.org/0000-0003-

3210-7905

Omid Dadras

http://orcid.org/0000-0001-9385-2170

REFERENCES

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

Stoyanova M, Nikoloudakis Y, Panagiotakis S, Pallis E. A survey on
the internet of things (loT) forensics: challenges, approaches, and
open issues. IEEE Commun Surv Tut. 2020;22(2):1191-1221.
Mohammad H, Elham M, Mehraeen E, et al. Identifying data ele-
ments and key features of a mobile-based self-care application for
patients with COVID-19 in Iran. Health Informatics J. 2021;27(4):
14604582211065703.

Niakan S, Mehraeen E, Noori T, Gozali E. Web and mobile-based HIV
prevention and intervention programs Pros and Cons—a review.
Stud Health Technol Inform. 2017;236:319-327.

Noori T, Ghazisaeedi M, Aliabad GM, et al. International comparison
of Thalassemia registries: challenges and opportunities. Acta
Inform Med. 2019;27(1):58-63.

Ting DSW, Carin L, Dzau V, Wong TY. Digital technology and
COVID-19. Nature Med. 2020;26(4):459-461.

Mehraeen E, Safdari R, Mohammadzadeh N, Seyedalinaghi SA,
Forootan S, Mohraz M. Mobile-based applications and functional-
ities for self-management of people living with HIV. Stud Health
Technol Inform. 2018;248:172-179.

Mehraeen E, Safdari R, Seyedalinaghi SA, Mohammadzadeh N, Arji G
. Identifying and validating requirements of a mobile-based self-
management system for people living with HIV. Stud Health Technol
Inform. 2018;248:140-147.

Mahmoud R, Yousuf T, Aloul F, Zualkernan I. Internet of things (loT)
security: current status, challenges and prospective measures. 2015
10th International Conference for Internet Technology and Secured
Transactions (ICITST); 2015: IEEE.

Yousif M, Hewage C, Nawaf L. loT technologies during and beyond
COVID-19: a comprehensive review. Future Internet. 2021;13(5):105.
Kumar K, Kumar N, Shah R. Role of loT to avoid spreading of
COVID-9. Int J Intell Networks. 2020;1:32-35.

Javaid M, Khan IH. Internet of Things (loT) enabled healthcare helps
to take the challenges of COVID-19 pandemic. J Oral Biol Craniofac
Res. 2021;11(2):209-214.

Dadras O, Alinaghi SAS, Karimi A, et al. Effects of COVID-19 pre-
vention procedures on other common infections: a systematic re-
view. Eur J Med Res. 2021;26(1):67.

SeyedAlinaghi S, Karimi A, MohsseniPour M. The clinical outcomes
of COVID-19 in HIV-positive patients: a systematic review of cur-
rent evidence. Immun Inflamm Dis. 2021;9(4):1160-1185.

Oliaei S, SeyedAlinaghi S, Mehrtak M, et al. The effects of hyperbaric
oxygen therapy (HBOT) on coronavirus disease-2019 (COVID-19): a
systematic review. Eur J Med Res. 2021;26(1):96.

Karimi A, Nowroozi A, Alilou S, Amini E. Effects of androgen de-
privation therapy on COVID-19 in patients with prostate cancer: a
systematic review and meta-analysis. Urol J. 2021;18(6):
577-584.

Swayamsiddha S, Mohanty C. Application of cognitive Internet of
Medical Things for COVID-19 pandemic. Diabetes Metab Syndr.
2020;14(5):911-915.

Monaghesh E, Hajizadeh A. The role of telehealth during COVID-19
outbreak: a systematic review based on current evidence. BMC
Public Health. 2020;20(1):1-9.

Mohammed M, Desyansah S, Al-Zubaidi S, Yusuf E. An internet of
things-based smart homes and healthcare monitoring and manage-
ment system. Journal of Physics: Conference Series; IOP Publish-
ing; 2020.


http://orcid.org/0000-0003-2091-2421
http://orcid.org/0000-0002-0512-7014
http://orcid.org/0000-0003-4108-2973
http://orcid.org/0000-0003-3210-7905
http://orcid.org/0000-0003-3210-7905
http://orcid.org/0000-0001-9385-2170

12 of 12 WI LEy_HeaIth Science Reports

19.
20.

21.

22.
23.

24,

25.
26.
27.
28.

29.

30.

31
32.
33.

34.

35.

SHAMSABADI ET AL.

OpenAccess

Nandyala CS, Kim H-K. From cloud to fog and loT-based real-time
U-healthcare monitoring for smart homes and hospitals. Int. J. Smart
Home. 2016;10(2):187-196.

Pal D, Funilkul S, Charoenkitkarn N, Kanthamanon PJ. Internet-of-
things and smart homes for elderly healthcare: an end user per-
spective. IEEE Access. 2018;6:10483-10496.

Bernell S, Howard SW. Use your words carefully: what is a chronic
disease? Front Public Health. 2016;4:159.

Pramukti I, Strong C, Sitthimongkol Y, et al. Anxiety and suicidal
thoughts during the COVID-19 pandemic: cross-country compara-
tive study among Indonesian, Taiwanese, and Thai University stu-
dents. J Med Internet Res. 2020;22(12):e24487.

Kumar S, Raut RD, Narkhede BE. A proposed collaborative frame-
work by using artificial intelligence-internet of things (Al-loT) in
COVID-19 pandemic situation for healthcare  workers.
Int J Healthcare Manag. 2020;13(4):337-345.

Secundo G, Shams SR, Nucci F. Digital technologies and collective
intelligence for healthcare ecosystem: optimizing Internet of Things
adoption for pandemic management. J Bus Res. 2021;131:563-572.
Golinelli D, Boetto E, Carullo G, Nuzzolese AG, Landini MP,
Fantini MP. Adoption of digital technologies in health care during
the COVID-19 pandemic: systematic review of early scientific lit-
erature. J Med Internet Res. 2020;22(11):e22280.

Horrell LN, Hayes S, Herbert LB, et al. Telemedicine use and health-
related concerns of patients with chronic conditions during COVID-
19: survey of members of online health communities. J Med Internet
Res. 2021;23(2):e23795.

Chavarri-Guerra Y, Ramos-Lopez WA, Covarrubias-Gémez A, et al.
Providing supportive and palliative care using telemedicine for pa-
tients with advanced cancer during the COVID-19 pandemic in
Mexico. Oncologist. 2021;26(3):e512-e515.

Gunasekeran VD, Tseng RMWW, Tham Y-C, Wong TY. Applications
of digital health for public health responses to COVID-19: a sys-
tematic scoping review of artificial intelligence, telehealth and re-
lated technologies. NPJ Digital Med. 2021;4(1):1-6.

Moher D, Liberati A, Tetzlaff J, Altman DG. Preferred reporting
items for systematic reviews and meta-analyses: the PRISMA
statement. Int J Surg. 2010;8(5):336-341.

Meira CM, Jr., Meneguelli KS, Leopoldo MPG, Florindo AA. An-
xiety and Leisure-domain physical activity frequency, duration,
and intensity during Covid-19 pandemic. Front Psychol. 2020;11:
603770.

Aijcevic¢ M, Furlanis G, Naccarato M, et al. e-Health solution for home
patient telemonitoring in early post-acute TIA/Minor stroke during
COVID-19 pandemic. Int J Med Inform. 2021;152:104442.

Ang IYH, Tan KXQ, Tan C, et al. A personalized mobile health pro-
gram for type 2 diabetes during the COVID-19 pandemic: single-
group pre-post study. JMIR Diabetes. 2021;6(3):e25820.
Anushiravani A, Vahedi H, Fakheri H, et al. A supporting system for
management of patients with inflammatory bowel disease during
COVID-19 outbreak: Iranian experience-study protocol. Middle East
J Dig Dis. 2020;12(4):238-245.

Hassen HB, Ayari N, Hamdi B. A home hospitalization system based
on the Internet of things. Inform Med Unlocked. 2020;20:100368.
Costantino A, Roncoroni L, Noviello D, et al. Nutritional and gas-
troenterological monitoring of patients with celiac disease during

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

COVID-19 pandemic: the emerging role of telemedicine and point-
of-care gluten detection tests. Front Nutr. 2021;8:8.

D'arma A, Rossi V, Pugnetti L, et al. Managing chronic disease in the
COVID-19 pandemic: an e-learning application to promote a healthy
lifestyle for persons with multiple sclerosis. Psychol Health Med.
2021:1-8.

Debernardi ME, Bordon MP, Campastri A, et al. Teledermatology
during de COVID-19 pandemic in a public hospital. Medicina. 2020;
80:18-24.

Elhadi M, Msherghi A, Elhadi A. Utilization of telehealth services in
libya in response to the COVID-1 pandemic: cross-sectional analysis.
JMIR Med Inform. 2021;9(2):e23335.

Guarino M, Cossiga V, Fiorentino A, Pontillo G, Morisco F. Use of
telemedicine for chronic liver disease at a single care center during
the COVID-19 pandemic: prospective observational study. J Med
Internet Res. 2020;22(9):e20874.

Lee ES, Lee PSS, Chew EAL, et al. Video consultations for older adults
with multimorbidity during the COVID-19 pandemic: protocol for an
exploratory qualitative study. JMIR Res Protoc. 2020;9(10):e22679.
Mercuri E, Zampino G, Morsella A, et al. Contactless: a new perso-
nalised telehealth model in chronic pediatric diseases and disability
during the COVID-19 era. Ital J Pediatr. 2021;47(1):1-7.
Muhammad H, Reeves S, Ishaq S, Jeanes Y. Experiences of outpatient
clinics and opinions of telehealth by Caucasian and South Asian pa-
tients' with celiac disease. J Patient Exp. 2021;8:23743735211018083.
Orso F, Migliorini M, Herbst A, et al. Protocol for telehealth eva-
luation and follow-up of patients with chronic heart failure during
the COVID-19 pandemic. J Am Med Dir Assoc. 2020;21(12):
1803-1807.

Rachmiel M, Lebenthal Y, Mazor-Aronovitch K, et al. Glycaemic
control in the paediatric and young adult population with type 1
diabetes following a single telehealth visit-what have we learned
from the COVID-19 lockdown? Acta Diabetol. 2021;58(6):697-705.
Darcourt JG, Aparicio K, Dorsey PM, et al. Analysis of the im-
plementation of telehealth visits for care of patients with cancer in
houston during the COVID-19 pandemic. JCO Oncol Pract. 2021;
17(1):e36-e43.

Hasson SP, Waissengrin B, Shachar E, et al. Rapid implementation of
telemedicine during the COVID-19 pandemic: perspectives and
preferences of patients with cancer. Oncologist. 2021;26(4):
e679-e685.

Pardolesi A, Gherzi L, Pastorino U. Telemedicine for management of
patients with lung cancer during COVID-19 in an ltalian cancer in-
stitute: SmartDoc Project. Tumori J, 8:030089162110127.
Thilakarathne NN, Kagita MK, Gadekallu T. The role of the Internet
of Things in health care: a systematic and comprehensive study.
Healthc Inform Res. 2020;10(4):145-159.

How to cite this article: Shamsabadi A, Pashaei Z, Karimi A,
et al. Internet of things in the management of chronic diseases
during the COVID-19 pandemic: a systematic review. Health
Sci. Rep. 2022;5:€557. doi:10.1002/hsr2.557


https://doi.org/10.1002/hsr2.557



